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February 22, 2016 
 
The Honorable Ron Johnson 
Chairman 
U.S. Senate Committee on Homeland Security and Governmental Affairs 
340 Dirksen Senate Office Building 
Washington, DC 20510 
 
 
Dear Senator Johnson: 
 

I write as the Chairman of the Privacy and Civil Liberties Oversight Board (“PCLOB”). 
Pursuant to the Federal Information Security Management Act (“FISMA”) of 2002, this letter 
constitutes our report of the Board’s information security program and activities for the period 
ending September 31, 2015. Metrics and a comprehensive assessment of the Board’s 
information security program were submitted to the Department of Homeland Security’s 
CyberScope system for inclusion in the Office of Management and Budget’s FISMA Annual 
Report to Congress. 
 

Established as a fully operational Executive Branch agency towards the end of FY 2013, 
the Board appointed a Chief Information Officer and Chief Information Security Officer (“CISO”) 
in June 2014 and has been conscientiously implementing Federal standards and guidelines to 
ensure the efficacy of our IT policies, procedures, and practices. 
 

In 2015 the Board has significantly improved the robustness of its security architecture and 
in meeting federal compliance requirements. During the reporting period, the CISO conducted 
five major activities:  
 

x Designed and implemented Phase 1 of the PCLOB Enterprise Information Security 
Architecture.  

x Completed the OMB directed 30-Day Cybersecurity Sprint including PIV 
implementation for local login. 

x Achieved Authority to Operate for Microsoft Office 365 
x Continued assessment and evaluation of applicable NIST 800-53 Information System 

Security Controls for the PCLOB Local Network (“PLN”).  
x Initiated a guidance framework to develop, codify, and enforce IT security policies, 

procedures and practices IAW FISMA guidelines. 
 

Since the implementation of IT security protections in FY 15, there have not been any major 
cyber security incidents during this reporting period.  Starting from a baseline foundation, the 
information security team procured and deployed web, network and software security systems 
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that provides a defense-in-depth strategy.  The CISO intends to complete the PLN information 
system’s security control review, finalize the incident response capability, and amplify 
cybersecurity threat intelligence awareness in FY 2016. 
 

Steady progress is being made on Cyber Security Cross-Agency Priorities (“CAP”) goals.  
The key challenges to implementing these goals within the PCLOB information security 
program were: 
 

x Boundary Protection - Implementation of Trusted Internet Connection (“TIC”) 
requirements were cost prohibitive relative to the size of the network and the 
overall IT budget. Mitigating controls have been put into place and the CISO 
continues to work with DHS and TIC/Managed Trusted Internet Protocol Services 
(“MTIPS”) providers to integrate TIC/MTIPS capabilities in a cost effective manner. 

x Continuous Monitoring - The CISO has been incrementally building Continuous 
Monitoring capabilities through purchases such as the asset management tool which 
is compliant with the Security Content Automation Protocols.  PCLOB will fully 
implement Continuous Diagnostics and Monitoring through the DHS Continuous 
Diagnostics and Mitigation Program (the “CDM Program”) Blanket Purchase 
Agreement (“BPA”) using DHS funds in 4QFY16. 

x Anti-Phishing and Malware Detection – The CISO has made significant progress in 
this area and has a robust Anti-Phishing training program.  However, there are still a 
number of areas within this goal that will be addressed in FY16 through internal 
architecture efforts. 

 
PCLOB is doing significantly well in addressing the 2015 FISMA Metrics and the Cyber 

Security Cross-Agency Priority (CAP) goals through continued evolution towards a robust 
security architecture and continued promulgation of clear information security guidance. 
 
 

Sincerely, 
 

 
 
David Medine 
Chairman 

 
 
cc: 
The Honorable Shaun Donovan, Director, Office of Management and Budget 
The Honorable Jeh Johnson, Secretary, Department of Homeland Security 
The Honorable Gene L. Dodaro, Comptroller General, Government Accountability Office 
The Honorable Jason Chaffetz, Chairman, U.S. House of Representatives Committee on 

Oversight and Government Reform 
The Honorable Elijah Cummings, Ranking Member, U.S. House of Representatives Committee 

on Oversight and Government Reform 
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The Honorable Michael McCaul, Chairman, U.S. House of Representatives Committee on 
Homeland Security 

The Honorable Bennie G. Thompson, Ranking Member, U.S. House of Representatives 
Committee on Homeland Security 

The Honorable Lamar Smith, Chairman, U.S. House of Representatives Committee on Science 
The Honorable Eddie Bernice Johnson, Ranking Member, U.S. House of Representatives 

Committee on Science 
The Honorable Tom Carper, Ranking Member, U.S. Senate Committee on Homeland Security 

and Governmental Affairs 
The Honorable John Thune, Chairman, U.S. Senate Committee on Commerce, Science and 

Transportation 
The Honorable Bill Nelson, Ranking Member, U.S. Senate Committee on Commerce, Science and 

Transportation 
The Honorable Hal Rogers, Chairman, U.S. House of Representatives Committee on 

Appropriations 
The Honorable Nita M. Lowey, Ranking Member, U.S. House of Representatives Committee on 

Appropriations 
The Honorable Thad Cochran, Chairman, U.S. Senate Committee on Appropriations 
The Honorable Barbara Mikulski, Vice Chairwoman, U.S. Senate Committee on Appropriations 
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January 6, 2016

The Honorable Jose Serrano, Ranking Member
House Committee on Appropriations,
Financial Services and General Government Subcommittee
1016 Rayburn House Office Building
Washington, DC 20515

Dear Representative Serrano:

I am grateful to you and your staff for your assistance with the FY 2016 appropriations
for the Privacy and Civil Liberties Oversight Board (PCLOB). was extremely
helpful to us throughout the process, and we are appreciative that our FY 2016 funding will help
us to accomplish our agency’s important mission.

PCLOB staff and I look forward to continuing to work with you as the FY 2017 process
begins.

Thank you again.

Sincerely,

David Medine
Chairman

(b) (6)
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February 22, 2016 
 
The Honorable Nita M. Lowey 
Ranking Member 
U.S. House of Representatives Committee on Appropriations 
H-307, The Capitol 
Washington, DC 20515 
 
 
Dear Representative Lowey: 
 

I write as the Chairman of the Privacy and Civil Liberties Oversight Board (“PCLOB”). 
Pursuant to the Federal Information Security Management Act (“FISMA”) of 2002, this letter 
constitutes our report of the Board’s information security program and activities for the period 
ending September 31, 2015. Metrics and a comprehensive assessment of the Board’s 
information security program were submitted to the Department of Homeland Security’s 
CyberScope system for inclusion in the Office of Management and Budget’s FISMA Annual 
Report to Congress. 
 

Established as a fully operational Executive Branch agency towards the end of FY 2013, 
the Board appointed a Chief Information Officer and Chief Information Security Officer (“CISO”) 
in June 2014 and has been conscientiously implementing Federal standards and guidelines to 
ensure the efficacy of our IT policies, procedures, and practices. 
 

In 2015 the Board has significantly improved the robustness of its security architecture and 
in meeting federal compliance requirements. During the reporting period, the CISO conducted 
five major activities:  
 

x Designed and implemented Phase 1 of the PCLOB Enterprise Information Security 
Architecture.  

x Completed the OMB directed 30-Day Cybersecurity Sprint including PIV 
implementation for local login. 

x Achieved Authority to Operate for Microsoft Office 365 
x Continued assessment and evaluation of applicable NIST 800-53 Information System 

Security Controls for the PCLOB Local Network (“PLN”).  
x Initiated a guidance framework to develop, codify, and enforce IT security policies, 

procedures and practices IAW FISMA guidelines. 
 

Since the implementation of IT security protections in FY 15, there have not been any major 
cyber security incidents during this reporting period.  Starting from a baseline foundation, the 
information security team procured and deployed web, network and software security systems 
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that provides a defense-in-depth strategy.  The CISO intends to complete the PLN information 
system’s security control review, finalize the incident response capability, and amplify 
cybersecurity threat intelligence awareness in FY 2016. 
 

Steady progress is being made on Cyber Security Cross-Agency Priorities (“CAP”) goals.  
The key challenges to implementing these goals within the PCLOB information security 
program were: 
 

x Boundary Protection - Implementation of Trusted Internet Connection (“TIC”) 
requirements were cost prohibitive relative to the size of the network and the 
overall IT budget. Mitigating controls have been put into place and the CISO 
continues to work with DHS and TIC/Managed Trusted Internet Protocol Services 
(“MTIPS”) providers to integrate TIC/MTIPS capabilities in a cost effective manner. 

x Continuous Monitoring - The CISO has been incrementally building Continuous 
Monitoring capabilities through purchases such as the asset management tool which 
is compliant with the Security Content Automation Protocols.  PCLOB will fully 
implement Continuous Diagnostics and Monitoring through the DHS Continuous 
Diagnostics and Mitigation Program (the “CDM Program”) Blanket Purchase 
Agreement (“BPA”) using DHS funds in 4QFY16. 

x Anti-Phishing and Malware Detection – The CISO has made significant progress in 
this area and has a robust Anti-Phishing training program.  However, there are still a 
number of areas within this goal that will be addressed in FY16 through internal 
architecture efforts. 

 
PCLOB is doing significantly well in addressing the 2015 FISMA Metrics and the Cyber 

Security Cross-Agency Priority (CAP) goals through continued evolution towards a robust 
security architecture and continued promulgation of clear information security guidance. 
 
 

Sincerely, 
 

 
 
David Medine 
Chairman 

 
 
cc: 
The Honorable Shaun Donovan, Director, Office of Management and Budget 
The Honorable Jeh Johnson, Secretary, Department of Homeland Security 
The Honorable Gene L. Dodaro, Comptroller General, Government Accountability Office 
The Honorable Jason Chaffetz, Chairman, U.S. House of Representatives Committee on 

Oversight and Government Reform 
The Honorable Elijah Cummings, Ranking Member, U.S. House of Representatives Committee 

on Oversight and Government Reform 
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The Honorable Michael McCaul, Chairman, U.S. House of Representatives Committee on 
Homeland Security 

The Honorable Bennie G. Thompson, Ranking Member, U.S. House of Representatives 
Committee on Homeland Security 

The Honorable Lamar Smith, Chairman, U.S. House of Representatives Committee on Science 
The Honorable Eddie Bernice Johnson, Ranking Member, U.S. House of Representatives 

Committee on Science 
The Honorable Ron Johnson, Chairman, U.S. Senate Committee on Homeland Security and 

Governmental Affairs 
The Honorable Tom Carper, Ranking Member, U.S. Senate Committee on Homeland Security 

and Governmental Affairs 
The Honorable John Thune, Chairman, U.S. Senate Committee on Commerce, Science and 

Transportation 
The Honorable Bill Nelson, Ranking Member, U.S. Senate Committee on Commerce, Science and 

Transportation 
The Honorable Hal Rogers, Chairman, U.S. House of Representatives Committee on 

Appropriations 
The Honorable Thad Cochran, Chairman, U.S. Senate Committee on Appropriations 
The Honorable Barbara Mikulski, Vice Chairwoman, U.S. Senate Committee on Appropriations 
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February 22, 2016 
 
The Honorable Michael McCaul 
Chairman 
U.S. House of Representatives Committee on Homeland Security 
H2-176 Ford House 
Washington, DC 20515 
 
 
Dear Representative McCaul: 
 

I write as the Chairman of the Privacy and Civil Liberties Oversight Board (“PCLOB”). 
Pursuant to the Federal Information Security Management Act (“FISMA”) of 2002, this letter 
constitutes our report of the Board’s information security program and activities for the period 
ending September 31, 2015. Metrics and a comprehensive assessment of the Board’s 
information security program were submitted to the Department of Homeland Security’s 
CyberScope system for inclusion in the Office of Management and Budget’s FISMA Annual 
Report to Congress. 
 

Established as a fully operational Executive Branch agency towards the end of FY 2013, 
the Board appointed a Chief Information Officer and Chief Information Security Officer (“CISO”) 
in June 2014 and has been conscientiously implementing Federal standards and guidelines to 
ensure the efficacy of our IT policies, procedures, and practices. 
 

In 2015 the Board has significantly improved the robustness of its security architecture and 
in meeting federal compliance requirements. During the reporting period, the CISO conducted 
five major activities:  
 

x Designed and implemented Phase 1 of the PCLOB Enterprise Information Security 
Architecture.  

x Completed the OMB directed 30-Day Cybersecurity Sprint including PIV 
implementation for local login. 

x Achieved Authority to Operate for Microsoft Office 365 
x Continued assessment and evaluation of applicable NIST 800-53 Information System 

Security Controls for the PCLOB Local Network (“PLN”).  
x Initiated a guidance framework to develop, codify, and enforce IT security policies, 

procedures and practices IAW FISMA guidelines. 
 

Since the implementation of IT security protections in FY 15, there have not been any major 
cyber security incidents during this reporting period.  Starting from a baseline foundation, the 
information security team procured and deployed web, network and software security systems 
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that provides a defense-in-depth strategy.  The CISO intends to complete the PLN information 
system’s security control review, finalize the incident response capability, and amplify 
cybersecurity threat intelligence awareness in FY 2016. 
 

Steady progress is being made on Cyber Security Cross-Agency Priorities (“CAP”) goals.  
The key challenges to implementing these goals within the PCLOB information security 
program were: 
 

x Boundary Protection - Implementation of Trusted Internet Connection (“TIC”) 
requirements were cost prohibitive relative to the size of the network and the 
overall IT budget. Mitigating controls have been put into place and the CISO 
continues to work with DHS and TIC/Managed Trusted Internet Protocol Services 
(“MTIPS”) providers to integrate TIC/MTIPS capabilities in a cost effective manner. 

x Continuous Monitoring - The CISO has been incrementally building Continuous 
Monitoring capabilities through purchases such as the asset management tool which 
is compliant with the Security Content Automation Protocols.  PCLOB will fully 
implement Continuous Diagnostics and Monitoring through the DHS Continuous 
Diagnostics and Mitigation Program (the “CDM Program”) Blanket Purchase 
Agreement (“BPA”) using DHS funds in 4QFY16. 

x Anti-Phishing and Malware Detection – The CISO has made significant progress in 
this area and has a robust Anti-Phishing training program.  However, there are still a 
number of areas within this goal that will be addressed in FY16 through internal 
architecture efforts. 

 
PCLOB is doing significantly well in addressing the 2015 FISMA Metrics and the Cyber 

Security Cross-Agency Priority (CAP) goals through continued evolution towards a robust 
security architecture and continued promulgation of clear information security guidance. 
 
 

Sincerely, 
 

 
 
David Medine 
Chairman 

 
 
cc: 
The Honorable Shaun Donovan, Director, Office of Management and Budget 
The Honorable Jeh Johnson, Secretary, Department of Homeland Security 
The Honorable Gene L. Dodaro, Comptroller General, Government Accountability Office 
The Honorable Jason Chaffetz, Chairman, U.S. House of Representatives Committee on 

Oversight and Government Reform 
The Honorable Elijah Cummings, Ranking Member, U.S. House of Representatives Committee 

on Oversight and Government Reform 
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The Honorable Bennie G. Thompson, Ranking Member, U.S. House of Representatives 
Committee on Homeland Security 

The Honorable Lamar Smith, Chairman, U.S. House of Representatives Committee on Science 
The Honorable Eddie Bernice Johnson, Ranking Member, U.S. House of Representatives 

Committee on Science 
The Honorable Ron Johnson, Chairman, U.S. Senate Committee on Homeland Security and 

Governmental Affairs 
The Honorable Tom Carper, Ranking Member, U.S. Senate Committee on Homeland Security 

and Governmental Affairs 
The Honorable John Thune, Chairman, U.S. Senate Committee on Commerce, Science and 

Transportation 
The Honorable Bill Nelson, Ranking Member, U.S. Senate Committee on Commerce, Science and 

Transportation 
The Honorable Hal Rogers, Chairman, U.S. House of Representatives Committee on 

Appropriations 
The Honorable Nita M. Lowey, Ranking Member, U.S. House of Representatives Committee on 

Appropriations 
The Honorable Thad Cochran, Chairman, U.S. Senate Committee on Appropriations 
The Honorable Barbara Mikulski, Vice Chairwoman, U.S. Senate Committee on Appropriations 
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January 6, 2016

The Honorable Barbara A. Mikulski
Vice Chairwoman, US Senate Committee on Appropriations
S-146A, The Capitol
Washington, DC 20510

Dear Senator Mikulski:

I am grateful to you and your staff for your assistance with the FY 2016 appropriations
for the Privacy and Civil Liberties Oversight Board (PCLOB). and her staff
were extremely helpful to us throughout the process, and we are appreciative that our FY 2016
funding will help us to accomplish our agency’s important mission.

PCLOB staff and I look forward to continuing to work with you as the FY 2017 process
begins.

Thank you again.

Sincerely,

David Medine
Chairman

(b) (6)
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February 22, 2016 
 
The Honorable Barbara Mikulski 
Vice Chairwoman 
U.S. Senate Committee on Appropriations 
S-128, The Capitol 
Washington, DC 20510 
 
 
Dear Senator Mikulski: 
 

I write as the Chairman of the Privacy and Civil Liberties Oversight Board (“PCLOB”). 
Pursuant to the Federal Information Security Management Act (“FISMA”) of 2002, this letter 
constitutes our report of the Board’s information security program and activities for the period 
ending September 31, 2015. Metrics and a comprehensive assessment of the Board’s 
information security program were submitted to the Department of Homeland Security’s 
CyberScope system for inclusion in the Office of Management and Budget’s FISMA Annual 
Report to Congress. 
 

Established as a fully operational Executive Branch agency towards the end of FY 2013, 
the Board appointed a Chief Information Officer and Chief Information Security Officer (“CISO”) 
in June 2014 and has been conscientiously implementing Federal standards and guidelines to 
ensure the efficacy of our IT policies, procedures, and practices. 
 

In 2015 the Board has significantly improved the robustness of its security architecture and 
in meeting federal compliance requirements. During the reporting period, the CISO conducted 
five major activities:  
 

x Designed and implemented Phase 1 of the PCLOB Enterprise Information Security 
Architecture.  

x Completed the OMB directed 30-Day Cybersecurity Sprint including PIV 
implementation for local login. 

x Achieved Authority to Operate for Microsoft Office 365 
x Continued assessment and evaluation of applicable NIST 800-53 Information System 

Security Controls for the PCLOB Local Network (“PLN”).  
x Initiated a guidance framework to develop, codify, and enforce IT security policies, 

procedures and practices IAW FISMA guidelines. 
 

Since the implementation of IT security protections in FY 15, there have not been any major 
cyber security incidents during this reporting period.  Starting from a baseline foundation, the 
information security team procured and deployed web, network and software security systems 
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that provides a defense-in-depth strategy.  The CISO intends to complete the PLN information 
system’s security control review, finalize the incident response capability, and amplify 
cybersecurity threat intelligence awareness in FY 2016. 
 

Steady progress is being made on Cyber Security Cross-Agency Priorities (“CAP”) goals.  
The key challenges to implementing these goals within the PCLOB information security 
program were: 
 

x Boundary Protection - Implementation of Trusted Internet Connection (“TIC”) 
requirements were cost prohibitive relative to the size of the network and the 
overall IT budget. Mitigating controls have been put into place and the CISO 
continues to work with DHS and TIC/Managed Trusted Internet Protocol Services 
(“MTIPS”) providers to integrate TIC/MTIPS capabilities in a cost effective manner. 

x Continuous Monitoring - The CISO has been incrementally building Continuous 
Monitoring capabilities through purchases such as the asset management tool which 
is compliant with the Security Content Automation Protocols.  PCLOB will fully 
implement Continuous Diagnostics and Monitoring through the DHS Continuous 
Diagnostics and Mitigation Program (the “CDM Program”) Blanket Purchase 
Agreement (“BPA”) using DHS funds in 4QFY16. 

x Anti-Phishing and Malware Detection – The CISO has made significant progress in 
this area and has a robust Anti-Phishing training program.  However, there are still a 
number of areas within this goal that will be addressed in FY16 through internal 
architecture efforts. 

 
PCLOB is doing significantly well in addressing the 2015 FISMA Metrics and the Cyber 

Security Cross-Agency Priority (CAP) goals through continued evolution towards a robust 
security architecture and continued promulgation of clear information security guidance. 
 
 

Sincerely, 
 

 
 
David Medine 
Chairman 

 
 
cc: 
The Honorable Shaun Donovan, Director, Office of Management and Budget 
The Honorable Jeh Johnson, Secretary, Department of Homeland Security 
The Honorable Gene L. Dodaro, Comptroller General, Government Accountability Office 
The Honorable Jason Chaffetz, Chairman, U.S. House of Representatives Committee on 

Oversight and Government Reform 
The Honorable Elijah Cummings, Ranking Member, U.S. House of Representatives Committee 

on Oversight and Government Reform 
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The Honorable Michael McCaul, Chairman, U.S. House of Representatives Committee on 
Homeland Security 

The Honorable Bennie G. Thompson, Ranking Member, U.S. House of Representatives 
Committee on Homeland Security 

The Honorable Lamar Smith, Chairman, U.S. House of Representatives Committee on Science 
The Honorable Eddie Bernice Johnson, Ranking Member, U.S. House of Representatives 

Committee on Science 
The Honorable Ron Johnson, Chairman, U.S. Senate Committee on Homeland Security and 

Governmental Affairs 
The Honorable Tom Carper, Ranking Member, U.S. Senate Committee on Homeland Security 

and Governmental Affairs 
The Honorable John Thune, Chairman, U.S. Senate Committee on Commerce, Science and 

Transportation 
The Honorable Bill Nelson, Ranking Member, U.S. Senate Committee on Commerce, Science and 

Transportation 
The Honorable Hal Rogers, Chairman, U.S. House of Representatives Committee on 

Appropriations 
The Honorable Nita M. Lowey, Ranking Member, U.S. House of Representatives Committee on 

Appropriations 
The Honorable Thad Cochran, Chairman, U.S. Senate Committee on Appropriations 
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February 22, 2016 
 
The Honorable Bill Nelson 
Ranking Member 
U.S. Senate Committee on Commerce, Science and Transportation 
512 Dirksen Senate Building 
Washington, DC 20510 
 
 
Dear Senator Nelson: 
 

I write as the Chairman of the Privacy and Civil Liberties Oversight Board (“PCLOB”). 
Pursuant to the Federal Information Security Management Act (“FISMA”) of 2002, this letter 
constitutes our report of the Board’s information security program and activities for the period 
ending September 31, 2015. Metrics and a comprehensive assessment of the Board’s 
information security program were submitted to the Department of Homeland Security’s 
CyberScope system for inclusion in the Office of Management and Budget’s FISMA Annual 
Report to Congress. 
 

Established as a fully operational Executive Branch agency towards the end of FY 2013, 
the Board appointed a Chief Information Officer and Chief Information Security Officer (“CISO”) 
in June 2014 and has been conscientiously implementing Federal standards and guidelines to 
ensure the efficacy of our IT policies, procedures, and practices. 
 

In 2015 the Board has significantly improved the robustness of its security architecture and 
in meeting federal compliance requirements. During the reporting period, the CISO conducted 
five major activities:  
 

x Designed and implemented Phase 1 of the PCLOB Enterprise Information Security 
Architecture.  

x Completed the OMB directed 30-Day Cybersecurity Sprint including PIV 
implementation for local login. 

x Achieved Authority to Operate for Microsoft Office 365 
x Continued assessment and evaluation of applicable NIST 800-53 Information System 

Security Controls for the PCLOB Local Network (“PLN”).  
x Initiated a guidance framework to develop, codify, and enforce IT security policies, 

procedures and practices IAW FISMA guidelines. 
 

Since the implementation of IT security protections in FY 15, there have not been any major 
cyber security incidents during this reporting period.  Starting from a baseline foundation, the 
information security team procured and deployed web, network and software security systems 
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that provides a defense-in-depth strategy.  The CISO intends to complete the PLN information 
system’s security control review, finalize the incident response capability, and amplify 
cybersecurity threat intelligence awareness in FY 2016. 
 

Steady progress is being made on Cyber Security Cross-Agency Priorities (“CAP”) goals.  
The key challenges to implementing these goals within the PCLOB information security 
program were: 
 

x Boundary Protection - Implementation of Trusted Internet Connection (“TIC”) 
requirements were cost prohibitive relative to the size of the network and the 
overall IT budget. Mitigating controls have been put into place and the CISO 
continues to work with DHS and TIC/Managed Trusted Internet Protocol Services 
(“MTIPS”) providers to integrate TIC/MTIPS capabilities in a cost effective manner. 

x Continuous Monitoring - The CISO has been incrementally building Continuous 
Monitoring capabilities through purchases such as the asset management tool which 
is compliant with the Security Content Automation Protocols.  PCLOB will fully 
implement Continuous Diagnostics and Monitoring through the DHS Continuous 
Diagnostics and Mitigation Program (the “CDM Program”) Blanket Purchase 
Agreement (“BPA”) using DHS funds in 4QFY16. 

x Anti-Phishing and Malware Detection – The CISO has made significant progress in 
this area and has a robust Anti-Phishing training program.  However, there are still a 
number of areas within this goal that will be addressed in FY16 through internal 
architecture efforts. 

 
PCLOB is doing significantly well in addressing the 2015 FISMA Metrics and the Cyber 

Security Cross-Agency Priority (CAP) goals through continued evolution towards a robust 
security architecture and continued promulgation of clear information security guidance. 
 
 

Sincerely, 
 

 
 
David Medine 
Chairman 

 
 
cc: 
The Honorable Shaun Donovan, Director, Office of Management and Budget 
The Honorable Jeh Johnson, Secretary, Department of Homeland Security 
The Honorable Gene L. Dodaro, Comptroller General, Government Accountability Office 
The Honorable Jason Chaffetz, Chairman, U.S. House of Representatives Committee on 

Oversight and Government Reform 
The Honorable Elijah Cummings, Ranking Member, U.S. House of Representatives Committee 

on Oversight and Government Reform 
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The Honorable Michael McCaul, Chairman, U.S. House of Representatives Committee on 
Homeland Security 

The Honorable Bennie G. Thompson, Ranking Member, U.S. House of Representatives 
Committee on Homeland Security 

The Honorable Lamar Smith, Chairman, U.S. House of Representatives Committee on Science 
The Honorable Eddie Bernice Johnson, Ranking Member, U.S. House of Representatives 

Committee on Science 
The Honorable Ron Johnson, Chairman, U.S. Senate Committee on Homeland Security and 

Governmental Affairs 
The Honorable Tom Carper, Ranking Member, U.S. Senate Committee on Homeland Security 

and Governmental Affairs 
The Honorable John Thune, Chairman, U.S. Senate Committee on Commerce, Science and 

Transportation 
The Honorable Hal Rogers, Chairman, U.S. House of Representatives Committee on 

Appropriations 
The Honorable Nita M. Lowey, Ranking Member, U.S. House of Representatives Committee on 

Appropriations 
The Honorable Thad Cochran, Chairman, U.S. Senate Committee on Appropriations 
The Honorable Barbara Mikulski, Vice Chairwoman, U.S. Senate Committee on Appropriations 
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January 6, 2016

The Honorable Nita Lowey, Ranking Member
House Committee on Appropriations,
1016 Longworth House Office Building
Washington, DC 20515

Dear Representative Lowey,

I am grateful to you and your staff for your assistance with the FY 2016 appropriations
for the Privacy and Civil Liberties Oversight Board (PCLOB). as extremely
helpful to us throughout the process, and we are appreciative that our FY 2016 funding will help
us to accomplish our agency’s important mission.

PCLOB staff and I look forward to continuing to work with you as the FY 2017 process
begins.

Thank you again.

Sincerely,

David Medine
Chairman

(b) (6)
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David Medine, Chairman 
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Patricia M. Wald 
 
 
 
 
February 22, 2016 
 
The Honorable Hal Rogers 
Chairman 
U.S. House of Representatives Committee on Appropriations 
H-307, The Capitol 
Washington, DC 20515 
 
 
Dear Representative Rogers: 
 

I write as the Chairman of the Privacy and Civil Liberties Oversight Board (“PCLOB”). 
Pursuant to the Federal Information Security Management Act (“FISMA”) of 2002, this letter 
constitutes our report of the Board’s information security program and activities for the period 
ending September 31, 2015. Metrics and a comprehensive assessment of the Board’s 
information security program were submitted to the Department of Homeland Security’s 
CyberScope system for inclusion in the Office of Management and Budget’s FISMA Annual 
Report to Congress. 
 

Established as a fully operational Executive Branch agency towards the end of FY 2013, 
the Board appointed a Chief Information Officer and Chief Information Security Officer (“CISO”) 
in June 2014 and has been conscientiously implementing Federal standards and guidelines to 
ensure the efficacy of our IT policies, procedures, and practices. 
 

In 2015 the Board has significantly improved the robustness of its security architecture and 
in meeting federal compliance requirements. During the reporting period, the CISO conducted 
five major activities:  
 

x Designed and implemented Phase 1 of the PCLOB Enterprise Information Security 
Architecture.  

x Completed the OMB directed 30-Day Cybersecurity Sprint including PIV 
implementation for local login. 

x Achieved Authority to Operate for Microsoft Office 365 
x Continued assessment and evaluation of applicable NIST 800-53 Information System 

Security Controls for the PCLOB Local Network (“PLN”).  
x Initiated a guidance framework to develop, codify, and enforce IT security policies, 

procedures and practices IAW FISMA guidelines. 
 

Since the implementation of IT security protections in FY 15, there have not been any major 
cyber security incidents during this reporting period.  Starting from a baseline foundation, the 
information security team procured and deployed web, network and software security systems 
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that provides a defense-in-depth strategy.  The CISO intends to complete the PLN information 
system’s security control review, finalize the incident response capability, and amplify 
cybersecurity threat intelligence awareness in FY 2016. 
 

Steady progress is being made on Cyber Security Cross-Agency Priorities (“CAP”) goals.  
The key challenges to implementing these goals within the PCLOB information security 
program were: 
 

x Boundary Protection - Implementation of Trusted Internet Connection (“TIC”) 
requirements were cost prohibitive relative to the size of the network and the 
overall IT budget. Mitigating controls have been put into place and the CISO 
continues to work with DHS and TIC/Managed Trusted Internet Protocol Services 
(“MTIPS”) providers to integrate TIC/MTIPS capabilities in a cost effective manner. 

x Continuous Monitoring - The CISO has been incrementally building Continuous 
Monitoring capabilities through purchases such as the asset management tool which 
is compliant with the Security Content Automation Protocols.  PCLOB will fully 
implement Continuous Diagnostics and Monitoring through the DHS Continuous 
Diagnostics and Mitigation Program (the “CDM Program”) Blanket Purchase 
Agreement (“BPA”) using DHS funds in 4QFY16. 

x Anti-Phishing and Malware Detection – The CISO has made significant progress in 
this area and has a robust Anti-Phishing training program.  However, there are still a 
number of areas within this goal that will be addressed in FY16 through internal 
architecture efforts. 

 
PCLOB is doing significantly well in addressing the 2015 FISMA Metrics and the Cyber 

Security Cross-Agency Priority (CAP) goals through continued evolution towards a robust 
security architecture and continued promulgation of clear information security guidance. 
 
 

Sincerely, 
 

 
 
David Medine 
Chairman 

 
 
cc: 
The Honorable Shaun Donovan, Director, Office of Management and Budget 
The Honorable Jeh Johnson, Secretary, Department of Homeland Security 
The Honorable Gene L. Dodaro, Comptroller General, Government Accountability Office 
The Honorable Jason Chaffetz, Chairman, U.S. House of Representatives Committee on 

Oversight and Government Reform 
The Honorable Elijah Cummings, Ranking Member, U.S. House of Representatives Committee 

on Oversight and Government Reform 
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The Honorable Michael McCaul, Chairman, U.S. House of Representatives Committee on 
Homeland Security 

The Honorable Bennie G. Thompson, Ranking Member, U.S. House of Representatives 
Committee on Homeland Security 

The Honorable Lamar Smith, Chairman, U.S. House of Representatives Committee on Science 
The Honorable Eddie Bernice Johnson, Ranking Member, U.S. House of Representatives 

Committee on Science 
The Honorable Ron Johnson, Chairman, U.S. Senate Committee on Homeland Security and 

Governmental Affairs 
The Honorable Tom Carper, Ranking Member, U.S. Senate Committee on Homeland Security 

and Governmental Affairs 
The Honorable John Thune, Chairman, U.S. Senate Committee on Commerce, Science and 

Transportation 
The Honorable Bill Nelson, Ranking Member, U.S. Senate Committee on Commerce, Science and 

Transportation 
The Honorable Nita M. Lowey, Ranking Member, U.S. House of Representatives Committee on 

Appropriations 
The Honorable Thad Cochran, Chairman, U.S. Senate Committee on Appropriations 
The Honorable Barbara Mikulski, Vice Chairwoman, U.S. Senate Committee on Appropriations 
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February 22, 2016 
 
The Honorable Lamar Smith 
Chairman 
U.S. House of Representatives Committee on Science 
2321 Rayburn House Office Building 
Washington, DC 20515 
 
 
Dear Representative Smith: 
 

I write as the Chairman of the Privacy and Civil Liberties Oversight Board (“PCLOB”). 
Pursuant to the Federal Information Security Management Act (“FISMA”) of 2002, this letter 
constitutes our report of the Board’s information security program and activities for the period 
ending September 31, 2015. Metrics and a comprehensive assessment of the Board’s 
information security program were submitted to the Department of Homeland Security’s 
CyberScope system for inclusion in the Office of Management and Budget’s FISMA Annual 
Report to Congress. 
 

Established as a fully operational Executive Branch agency towards the end of FY 2013, 
the Board appointed a Chief Information Officer and Chief Information Security Officer (“CISO”) 
in June 2014 and has been conscientiously implementing Federal standards and guidelines to 
ensure the efficacy of our IT policies, procedures, and practices. 
 

In 2015 the Board has significantly improved the robustness of its security architecture and 
in meeting federal compliance requirements. During the reporting period, the CISO conducted 
five major activities:  
 

x Designed and implemented Phase 1 of the PCLOB Enterprise Information Security 
Architecture.  

x Completed the OMB directed 30-Day Cybersecurity Sprint including PIV 
implementation for local login. 

x Achieved Authority to Operate for Microsoft Office 365 
x Continued assessment and evaluation of applicable NIST 800-53 Information System 

Security Controls for the PCLOB Local Network (“PLN”).  
x Initiated a guidance framework to develop, codify, and enforce IT security policies, 

procedures and practices IAW FISMA guidelines. 
 

Since the implementation of IT security protections in FY 15, there have not been any major 
cyber security incidents during this reporting period.  Starting from a baseline foundation, the 
information security team procured and deployed web, network and software security systems 
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that provides a defense-in-depth strategy.  The CISO intends to complete the PLN information 
system’s security control review, finalize the incident response capability, and amplify 
cybersecurity threat intelligence awareness in FY 2016. 
 

Steady progress is being made on Cyber Security Cross-Agency Priorities (“CAP”) goals.  
The key challenges to implementing these goals within the PCLOB information security 
program were: 
 

x Boundary Protection - Implementation of Trusted Internet Connection (“TIC”) 
requirements were cost prohibitive relative to the size of the network and the 
overall IT budget. Mitigating controls have been put into place and the CISO 
continues to work with DHS and TIC/Managed Trusted Internet Protocol Services 
(“MTIPS”) providers to integrate TIC/MTIPS capabilities in a cost effective manner. 

x Continuous Monitoring - The CISO has been incrementally building Continuous 
Monitoring capabilities through purchases such as the asset management tool which 
is compliant with the Security Content Automation Protocols.  PCLOB will fully 
implement Continuous Diagnostics and Monitoring through the DHS Continuous 
Diagnostics and Mitigation Program (the “CDM Program”) Blanket Purchase 
Agreement (“BPA”) using DHS funds in 4QFY16. 

x Anti-Phishing and Malware Detection – The CISO has made significant progress in 
this area and has a robust Anti-Phishing training program.  However, there are still a 
number of areas within this goal that will be addressed in FY16 through internal 
architecture efforts. 

 
PCLOB is doing significantly well in addressing the 2015 FISMA Metrics and the Cyber 

Security Cross-Agency Priority (CAP) goals through continued evolution towards a robust 
security architecture and continued promulgation of clear information security guidance. 
 
 

Sincerely, 
 

 
 
David Medine 
Chairman 

 
 
cc: 
The Honorable Shaun Donovan, Director, Office of Management and Budget 
The Honorable Jeh Johnson, Secretary, Department of Homeland Security 
The Honorable Gene L. Dodaro, Comptroller General, Government Accountability Office 
The Honorable Jason Chaffetz, Chairman, U.S. House of Representatives Committee on 

Oversight and Government Reform 
The Honorable Elijah Cummings, Ranking Member, U.S. House of Representatives Committee 

on Oversight and Government Reform 
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The Honorable Michael McCaul, Chairman, U.S. House of Representatives Committee on 
Homeland Security 

The Honorable Bennie G. Thompson, Ranking Member, U.S. House of Representatives 
Committee on Homeland Security 

The Honorable Eddie Bernice Johnson, Ranking Member, U.S. House of Representatives 
Committee on Science 

The Honorable Ron Johnson, Chairman, U.S. Senate Committee on Homeland Security and 
Governmental Affairs 

The Honorable Tom Carper, Ranking Member, U.S. Senate Committee on Homeland Security 
and Governmental Affairs 

The Honorable John Thune, Chairman, U.S. Senate Committee on Commerce, Science and 
Transportation 

The Honorable Bill Nelson, Ranking Member, U.S. Senate Committee on Commerce, Science and 
Transportation 

The Honorable Hal Rogers, Chairman, U.S. House of Representatives Committee on 
Appropriations 

The Honorable Nita M. Lowey, Ranking Member, U.S. House of Representatives Committee on 
Appropriations 

The Honorable Thad Cochran, Chairman, U.S. Senate Committee on Appropriations 
The Honorable Barbara Mikulski, Vice Chairwoman, U.S. Senate Committee on Appropriations 
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February 22, 2016 
 
The Honorable Bennie G. Thompson 
Ranking Member 
U.S. House of Representatives Committee on Homeland Security 
H2-176 Ford House 
Washington, DC 20515 
 
 
Dear Representative Thompson: 
 

I write as the Chairman of the Privacy and Civil Liberties Oversight Board (“PCLOB”). 
Pursuant to the Federal Information Security Management Act (“FISMA”) of 2002, this letter 
constitutes our report of the Board’s information security program and activities for the period 
ending September 31, 2015. Metrics and a comprehensive assessment of the Board’s 
information security program were submitted to the Department of Homeland Security’s 
CyberScope system for inclusion in the Office of Management and Budget’s FISMA Annual 
Report to Congress. 
 

Established as a fully operational Executive Branch agency towards the end of FY 2013, 
the Board appointed a Chief Information Officer and Chief Information Security Officer (“CISO”) 
in June 2014 and has been conscientiously implementing Federal standards and guidelines to 
ensure the efficacy of our IT policies, procedures, and practices. 
 

In 2015 the Board has significantly improved the robustness of its security architecture and 
in meeting federal compliance requirements. During the reporting period, the CISO conducted 
five major activities:  
 

x Designed and implemented Phase 1 of the PCLOB Enterprise Information Security 
Architecture.  

x Completed the OMB directed 30-Day Cybersecurity Sprint including PIV 
implementation for local login. 

x Achieved Authority to Operate for Microsoft Office 365 
x Continued assessment and evaluation of applicable NIST 800-53 Information System 

Security Controls for the PCLOB Local Network (“PLN”).  
x Initiated a guidance framework to develop, codify, and enforce IT security policies, 

procedures and practices IAW FISMA guidelines. 
 

Since the implementation of IT security protections in FY 15, there have not been any major 
cyber security incidents during this reporting period.  Starting from a baseline foundation, the 
information security team procured and deployed web, network and software security systems 
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that provides a defense-in-depth strategy.  The CISO intends to complete the PLN information 
system’s security control review, finalize the incident response capability, and amplify 
cybersecurity threat intelligence awareness in FY 2016. 
 

Steady progress is being made on Cyber Security Cross-Agency Priorities (“CAP”) goals.  
The key challenges to implementing these goals within the PCLOB information security 
program were: 
 

x Boundary Protection - Implementation of Trusted Internet Connection (“TIC”) 
requirements were cost prohibitive relative to the size of the network and the 
overall IT budget. Mitigating controls have been put into place and the CISO 
continues to work with DHS and TIC/Managed Trusted Internet Protocol Services 
(“MTIPS”) providers to integrate TIC/MTIPS capabilities in a cost effective manner. 

x Continuous Monitoring - The CISO has been incrementally building Continuous 
Monitoring capabilities through purchases such as the asset management tool which 
is compliant with the Security Content Automation Protocols.  PCLOB will fully 
implement Continuous Diagnostics and Monitoring through the DHS Continuous 
Diagnostics and Mitigation Program (the “CDM Program”) Blanket Purchase 
Agreement (“BPA”) using DHS funds in 4QFY16. 

x Anti-Phishing and Malware Detection – The CISO has made significant progress in 
this area and has a robust Anti-Phishing training program.  However, there are still a 
number of areas within this goal that will be addressed in FY16 through internal 
architecture efforts. 

 
PCLOB is doing significantly well in addressing the 2015 FISMA Metrics and the Cyber 

Security Cross-Agency Priority (CAP) goals through continued evolution towards a robust 
security architecture and continued promulgation of clear information security guidance. 
 
 

Sincerely, 
 

 
 
David Medine 
Chairman 

 
 
cc: 
The Honorable Shaun Donovan, Director, Office of Management and Budget 
The Honorable Jeh Johnson, Secretary, Department of Homeland Security 
The Honorable Gene L. Dodaro, Comptroller General, Government Accountability Office 
The Honorable Jason Chaffetz, Chairman, U.S. House of Representatives Committee on 

Oversight and Government Reform 
The Honorable Elijah Cummings, Ranking Member, U.S. House of Representatives Committee 

on Oversight and Government Reform 
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The Honorable Michael McCaul, Chairman, U.S. House of Representatives Committee on 
Homeland Security 

The Honorable Lamar Smith, Chairman, U.S. House of Representatives Committee on Science 
The Honorable Eddie Bernice Johnson, Ranking Member, U.S. House of Representatives 

Committee on Science 
The Honorable Ron Johnson, Chairman, U.S. Senate Committee on Homeland Security and 

Governmental Affairs 
The Honorable Tom Carper, Ranking Member, U.S. Senate Committee on Homeland Security 

and Governmental Affairs 
The Honorable John Thune, Chairman, U.S. Senate Committee on Commerce, Science and 

Transportation 
The Honorable Bill Nelson, Ranking Member, U.S. Senate Committee on Commerce, Science and 

Transportation 
The Honorable Hal Rogers, Chairman, U.S. House of Representatives Committee on 

Appropriations 
The Honorable Nita M. Lowey, Ranking Member, U.S. House of Representatives Committee on 

Appropriations 
The Honorable Thad Cochran, Chairman, U.S. Senate Committee on Appropriations 
The Honorable Barbara Mikulski, Vice Chairwoman, U.S. Senate Committee on Appropriations 
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February 22, 2016 
 
The Honorable John Thune 
Chairman 
U.S. Senate Committee on Commerce, Science and Transportation 
512 Dirksen Senate Building 
Washington, DC 20510 
 
 
Dear Senator Thune: 
 

I write as the Chairman of the Privacy and Civil Liberties Oversight Board (“PCLOB”). 
Pursuant to the Federal Information Security Management Act (“FISMA”) of 2002, this letter 
constitutes our report of the Board’s information security program and activities for the period 
ending September 31, 2015. Metrics and a comprehensive assessment of the Board’s 
information security program were submitted to the Department of Homeland Security’s 
CyberScope system for inclusion in the Office of Management and Budget’s FISMA Annual 
Report to Congress. 
 

Established as a fully operational Executive Branch agency towards the end of FY 2013, 
the Board appointed a Chief Information Officer and Chief Information Security Officer (“CISO”) 
in June 2014 and has been conscientiously implementing Federal standards and guidelines to 
ensure the efficacy of our IT policies, procedures, and practices. 
 

In 2015 the Board has significantly improved the robustness of its security architecture and 
in meeting federal compliance requirements. During the reporting period, the CISO conducted 
five major activities:  
 

x Designed and implemented Phase 1 of the PCLOB Enterprise Information Security 
Architecture.  

x Completed the OMB directed 30-Day Cybersecurity Sprint including PIV 
implementation for local login. 

x Achieved Authority to Operate for Microsoft Office 365 
x Continued assessment and evaluation of applicable NIST 800-53 Information System 

Security Controls for the PCLOB Local Network (“PLN”).  
x Initiated a guidance framework to develop, codify, and enforce IT security policies, 

procedures and practices IAW FISMA guidelines. 
 

Since the implementation of IT security protections in FY 15, there have not been any major 
cyber security incidents during this reporting period.  Starting from a baseline foundation, the 
information security team procured and deployed web, network and software security systems 
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that provides a defense-in-depth strategy.  The CISO intends to complete the PLN information 
system’s security control review, finalize the incident response capability, and amplify 
cybersecurity threat intelligence awareness in FY 2016. 
 

Steady progress is being made on Cyber Security Cross-Agency Priorities (“CAP”) goals.  
The key challenges to implementing these goals within the PCLOB information security 
program were: 
 

x Boundary Protection - Implementation of Trusted Internet Connection (“TIC”) 
requirements were cost prohibitive relative to the size of the network and the 
overall IT budget. Mitigating controls have been put into place and the CISO 
continues to work with DHS and TIC/Managed Trusted Internet Protocol Services 
(“MTIPS”) providers to integrate TIC/MTIPS capabilities in a cost effective manner. 

x Continuous Monitoring - The CISO has been incrementally building Continuous 
Monitoring capabilities through purchases such as the asset management tool which 
is compliant with the Security Content Automation Protocols.  PCLOB will fully 
implement Continuous Diagnostics and Monitoring through the DHS Continuous 
Diagnostics and Mitigation Program (the “CDM Program”) Blanket Purchase 
Agreement (“BPA”) using DHS funds in 4QFY16. 

x Anti-Phishing and Malware Detection – The CISO has made significant progress in 
this area and has a robust Anti-Phishing training program.  However, there are still a 
number of areas within this goal that will be addressed in FY16 through internal 
architecture efforts. 

 
PCLOB is doing significantly well in addressing the 2015 FISMA Metrics and the Cyber 

Security Cross-Agency Priority (CAP) goals through continued evolution towards a robust 
security architecture and continued promulgation of clear information security guidance. 
 
 

Sincerely, 
 

 
 
David Medine 
Chairman 

 
 
cc: 
The Honorable Shaun Donovan, Director, Office of Management and Budget 
The Honorable Jeh Johnson, Secretary, Department of Homeland Security 
The Honorable Gene L. Dodaro, Comptroller General, Government Accountability Office 
The Honorable Jason Chaffetz, Chairman, U.S. House of Representatives Committee on 

Oversight and Government Reform 
The Honorable Elijah Cummings, Ranking Member, U.S. House of Representatives Committee 

on Oversight and Government Reform 
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The Honorable Michael McCaul, Chairman, U.S. House of Representatives Committee on 
Homeland Security 

The Honorable Bennie G. Thompson, Ranking Member, U.S. House of Representatives 
Committee on Homeland Security 

The Honorable Lamar Smith, Chairman, U.S. House of Representatives Committee on Science 
The Honorable Eddie Bernice Johnson, Ranking Member, U.S. House of Representatives 

Committee on Science 
The Honorable Ron Johnson, Chairman, U.S. Senate Committee on Homeland Security and 

Governmental Affairs 
The Honorable Tom Carper, Ranking Member, U.S. Senate Committee on Homeland Security 

and Governmental Affairs 
The Honorable Bill Nelson, Ranking Member, U.S. Senate Committee on Commerce, Science and 

Transportation 
The Honorable Hal Rogers, Chairman, U.S. House of Representatives Committee on 

Appropriations 
The Honorable Nita M. Lowey, Ranking Member, U.S. House of Representatives Committee on 

Appropriations 
The Honorable Thad Cochran, Chairman, U.S. Senate Committee on Appropriations 
The Honorable Barbara Mikulski, Vice Chairwoman, U.S. Senate Committee on Appropriations 
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      May 6, 2016 
 
The Honorable Bennie G. Thompson,  
Ranking Member, Committee on Homeland Security 
U.S. House of Representatives 
Washington, DC  20515 
 
Dear Congressman Thompson: 
 

Thank you for your April 29, 2016 letter regarding your ongoing concerns about the expansion 
of the Federal Bureau of Investigation’s (FBI) activities related to countering violent extremism 
(CVE), and Shared Responsibility Committees (SRCs).  I appreciate knowing of your interest in this 
matter, as well some important questions that you have raised with the U.S. Department of Justice 
(DoJ). I also appreciate your calling to my attention a recent press article on this topic. 

 
As our nation’s law enforcement agencies intensify efforts to combat violent extremism and 

homegrown terrorism, I understand the concern of many that these efforts must be balanced with the 
need to protect the privacy and civil liberties of law-abiding Americans.  I also understand the 
increasing concern about privacy questions that could arise with the creation of SRCs.   

 
As you are aware, I recently announced that I will be leaving the Privacy and Civil Liberties 

Oversight Board, effective July 1, 2016.  The Board is currently in the process of working toward 
completion of its project examining counterterrorism activities conducted under Executive Order 
12333. In anticipation of the completion of this work, the Board will be considering what new projects 
it will undertake following my departure.  I have advised the Board of your request that PCLOB 
examine the FBI’s activities related to CVE and the creation of SRCs. It is my understanding that the 
Board will consider this matter as a potential future examination. 

 
I have also directed PCLOB staff to keep you and your staff advised about any developments or 

Board decisions with regard to this matter. Thank you again for taking the time to contact me about 
this important issue.  

 
Sincerely, 

 
 

David Medine 
Chairman 
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January 6, 2016

The Honorable John Boozman, Chairman
U.S. Senate Committee on Appropriations,
Financial Services and General Government Subcommittee
133 Dirksen Senate Office Building
Washington, D.C. 20510

Dear Chairman Boozman:

I am grateful to you and your staff for your assistance with the FY 2016 appropriations
for the Privacy and Civil Liberties Oversight Board (PCLOB). and her staff were
extremely helpful to us throughout the process, and we are appreciative that our FY 2016
funding will help us to accomplish our agency’s important mission: the protection of privacy and
civil liberties for all Americans.

PCLOB staff and I look forward to continuing to work with you as the FY 2017 process
begins.

Thank you again.

Sincerely,

David Medine
Chairman

(b) (6)
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February 22, 2016 
 
The Honorable Tom Carper 
Ranking Member 
U.S. Senate Committee on Homeland Security and Governmental Affairs 
340 Dirksen Senate Office Building 
Washington, DC 20510 
 
 
Dear Senator Carper: 
 

I write as the Chairman of the Privacy and Civil Liberties Oversight Board (“PCLOB”). 
Pursuant to the Federal Information Security Management Act (“FISMA”) of 2002, this letter 
constitutes our report of the Board’s information security program and activities for the period 
ending September 31, 2015. Metrics and a comprehensive assessment of the Board’s 
information security program were submitted to the Department of Homeland Security’s 
CyberScope system for inclusion in the Office of Management and Budget’s FISMA Annual 
Report to Congress. 
 

Established as a fully operational Executive Branch agency towards the end of FY 2013, 
the Board appointed a Chief Information Officer and Chief Information Security Officer (“CISO”) 
in June 2014 and has been conscientiously implementing Federal standards and guidelines to 
ensure the efficacy of our IT policies, procedures, and practices. 
 

In 2015 the Board has significantly improved the robustness of its security architecture and 
in meeting federal compliance requirements. During the reporting period, the CISO conducted 
five major activities:  
 

x Designed and implemented Phase 1 of the PCLOB Enterprise Information Security 
Architecture.  

x Completed the OMB directed 30-Day Cybersecurity Sprint including PIV 
implementation for local login. 

x Achieved Authority to Operate for Microsoft Office 365 
x Continued assessment and evaluation of applicable NIST 800-53 Information System 

Security Controls for the PCLOB Local Network (“PLN”).  
x Initiated a guidance framework to develop, codify, and enforce IT security policies, 

procedures and practices IAW FISMA guidelines. 
 

Since the implementation of IT security protections in FY 15, there have not been any major 
cyber security incidents during this reporting period.  Starting from a baseline foundation, the 
information security team procured and deployed web, network and software security systems 
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that provides a defense-in-depth strategy.  The CISO intends to complete the PLN information 
system’s security control review, finalize the incident response capability, and amplify 
cybersecurity threat intelligence awareness in FY 2016. 
 

Steady progress is being made on Cyber Security Cross-Agency Priorities (“CAP”) goals.  
The key challenges to implementing these goals within the PCLOB information security 
program were: 
 

x Boundary Protection - Implementation of Trusted Internet Connection (“TIC”) 
requirements were cost prohibitive relative to the size of the network and the 
overall IT budget. Mitigating controls have been put into place and the CISO 
continues to work with DHS and TIC/Managed Trusted Internet Protocol Services 
(“MTIPS”) providers to integrate TIC/MTIPS capabilities in a cost effective manner. 

x Continuous Monitoring - The CISO has been incrementally building Continuous 
Monitoring capabilities through purchases such as the asset management tool which 
is compliant with the Security Content Automation Protocols.  PCLOB will fully 
implement Continuous Diagnostics and Monitoring through the DHS Continuous 
Diagnostics and Mitigation Program (the “CDM Program”) Blanket Purchase 
Agreement (“BPA”) using DHS funds in 4QFY16. 

x Anti-Phishing and Malware Detection – The CISO has made significant progress in 
this area and has a robust Anti-Phishing training program.  However, there are still a 
number of areas within this goal that will be addressed in FY16 through internal 
architecture efforts. 

 
PCLOB is doing significantly well in addressing the 2015 FISMA Metrics and the Cyber 

Security Cross-Agency Priority (CAP) goals through continued evolution towards a robust 
security architecture and continued promulgation of clear information security guidance. 
 
 

Sincerely, 
 

 
 
David Medine 
Chairman 

 
 
cc: 
The Honorable Shaun Donovan, Director, Office of Management and Budget 
The Honorable Jeh Johnson, Secretary, Department of Homeland Security 
The Honorable Gene L. Dodaro, Comptroller General, Government Accountability Office 
The Honorable Jason Chaffetz, Chairman, U.S. House of Representatives Committee on 

Oversight and Government Reform 
The Honorable Elijah Cummings, Ranking Member, U.S. House of Representatives Committee 

on Oversight and Government Reform 
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The Honorable Michael McCaul, Chairman, U.S. House of Representatives Committee on 
Homeland Security 

The Honorable Bennie G. Thompson, Ranking Member, U.S. House of Representatives 
Committee on Homeland Security 

The Honorable Lamar Smith, Chairman, U.S. House of Representatives Committee on Science 
The Honorable Eddie Bernice Johnson, Ranking Member, U.S. House of Representatives 

Committee on Science 
The Honorable Ron Johnson, Chairman, U.S. Senate Committee on Homeland Security and 

Governmental Affairs 
The Honorable John Thune, Chairman, U.S. Senate Committee on Commerce, Science and 

Transportation 
The Honorable Bill Nelson, Ranking Member, U.S. Senate Committee on Commerce, Science and 

Transportation 
The Honorable Hal Rogers, Chairman, U.S. House of Representatives Committee on 

Appropriations 
The Honorable Nita M. Lowey, Ranking Member, U.S. House of Representatives Committee on 

Appropriations 
The Honorable Thad Cochran, Chairman, U.S. Senate Committee on Appropriations 
The Honorable Barbara Mikulski, Vice Chairwoman, U.S. Senate Committee on Appropriations 
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February 22, 2016 
 
The Honorable Jason Chaffetz 
Chairman 
U.S. House of Representatives Committee on Oversight and Government Reform 
2157 Rayburn House Office Building 
Washington, DC 20515 
 
 
Dear Representative Chaffetz: 
 

I write as the Chairman of the Privacy and Civil Liberties Oversight Board (“PCLOB”). 
Pursuant to the Federal Information Security Management Act (“FISMA”) of 2002, this letter 
constitutes our report of the Board’s information security program and activities for the period 
ending September 31, 2015. Metrics and a comprehensive assessment of the Board’s 
information security program were submitted to the Department of Homeland Security’s 
CyberScope system for inclusion in the Office of Management and Budget’s FISMA Annual 
Report to Congress. 
 

Established as a fully operational Executive Branch agency towards the end of FY 2013, 
the Board appointed a Chief Information Officer and Chief Information Security Officer (“CISO”) 
in June 2014 and has been conscientiously implementing Federal standards and guidelines to 
ensure the efficacy of our IT policies, procedures, and practices. 
 

In 2015 the Board has significantly improved the robustness of its security architecture and 
in meeting federal compliance requirements. During the reporting period, the CISO conducted 
five major activities:  
 

x Designed and implemented Phase 1 of the PCLOB Enterprise Information Security 
Architecture.  

x Completed the OMB directed 30-Day Cybersecurity Sprint including PIV 
implementation for local login. 

x Achieved Authority to Operate for Microsoft Office 365 
x Continued assessment and evaluation of applicable NIST 800-53 Information System 

Security Controls for the PCLOB Local Network (“PLN”).  
x Initiated a guidance framework to develop, codify, and enforce IT security policies, 

procedures and practices IAW FISMA guidelines. 
 

Since the implementation of IT security protections in FY 15, there have not been any major 
cyber security incidents during this reporting period.  Starting from a baseline foundation, the 
information security team procured and deployed web, network and software security systems 
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that provides a defense-in-depth strategy.  The CISO intends to complete the PLN information 
system’s security control review, finalize the incident response capability, and amplify 
cybersecurity threat intelligence awareness in FY 2016. 
 

Steady progress is being made on Cyber Security Cross-Agency Priorities (“CAP”) goals.  
The key challenges to implementing these goals within the PCLOB information security 
program were: 
 

x Boundary Protection - Implementation of Trusted Internet Connection (“TIC”) 
requirements were cost prohibitive relative to the size of the network and the 
overall IT budget. Mitigating controls have been put into place and the CISO 
continues to work with DHS and TIC/Managed Trusted Internet Protocol Services 
(“MTIPS”) providers to integrate TIC/MTIPS capabilities in a cost effective manner. 

x Continuous Monitoring - The CISO has been incrementally building Continuous 
Monitoring capabilities through purchases such as the asset management tool which 
is compliant with the Security Content Automation Protocols.  PCLOB will fully 
implement Continuous Diagnostics and Monitoring through the DHS Continuous 
Diagnostics and Mitigation Program (the “CDM Program”) Blanket Purchase 
Agreement (“BPA”) using DHS funds in 4QFY16. 

x Anti-Phishing and Malware Detection – The CISO has made significant progress in 
this area and has a robust Anti-Phishing training program.  However, there are still a 
number of areas within this goal that will be addressed in FY16 through internal 
architecture efforts. 

 
PCLOB is doing significantly well in addressing the 2015 FISMA Metrics and the Cyber 

Security Cross-Agency Priority (CAP) goals through continued evolution towards a robust 
security architecture and continued promulgation of clear information security guidance. 
 
 

Sincerely, 
 

 
 
David Medine 
Chairman 

 
 
cc: 
The Honorable Shaun Donovan, Director, Office of Management and Budget 
The Honorable Jeh Johnson, Secretary, Department of Homeland Security 
The Honorable Gene L. Dodaro, Comptroller General, Government Accountability Office 
The Honorable Elijah Cummings, Ranking Member, U.S. House of Representatives Committee 

on Oversight and Government Reform 
The Honorable Michael McCaul, Chairman, U.S. House of Representatives Committee on 

Homeland Security 



3 
 

The Honorable Bennie G. Thompson, Ranking Member, U.S. House of Representatives 
Committee on Homeland Security 

The Honorable Lamar Smith, Chairman, U.S. House of Representatives Committee on Science 
The Honorable Eddie Bernice Johnson, Ranking Member, U.S. House of Representatives 

Committee on Science 
The Honorable Ron Johnson, Chairman, U.S. Senate Committee on Homeland Security and 

Governmental Affairs 
The Honorable Tom Carper, Ranking Member, U.S. Senate Committee on Homeland Security 

and Governmental Affairs 
The Honorable John Thune, Chairman, U.S. Senate Committee on Commerce, Science and 

Transportation 
The Honorable Bill Nelson, Ranking Member, U.S. Senate Committee on Commerce, Science and 

Transportation 
The Honorable Hal Rogers, Chairman, U.S. House of Representatives Committee on 

Appropriations 
The Honorable Nita M. Lowey, Ranking Member, U.S. House of Representatives Committee on 

Appropriations 
The Honorable Thad Cochran, Chairman, U.S. Senate Committee on Appropriations 
The Honorable Barbara Mikulski, Vice Chairwoman, U.S. Senate Committee on Appropriations 
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January 6, 2016

The Honorable Thad Cochran, Chairman
U.S. Senate Committee on Appropriations
Room S-128,
The Capitol
Washington, D.C. 20510

Dear Chairman Cochran:

I am grateful to you and your staff for your assistance with the FY 2016 appropriations
for the Privacy and Civil Liberties Oversight Board (PCLOB). and her staff were
extremely helpful to us throughout the process, and we are appreciative that our FY 2016
funding will help us to accomplish our agency’s important mission: the protection of privacy and
civil liberties for all Americans.

PCLOB staff and I look forward to continuing to work with you as the FY 2017 process
begins.

Thank you again.

Sincerely,

David Medine
Chairman

(b) (6)



PRIVACY AND CIVIL LIBERTIES OVERSIGHT BOARD 
 

2100 K STREET NW, SUITE 500, WASHINGTON, D.C. 20427 

David Medine, Chairman 
Rachel L. Brand 

Elisebeth B. Collins 
James X. Dempsey 

Patricia M. Wald 
 
 
 
 
February 22, 2016 
 
The Honorable Thad Cochran 
Chairman 
U.S. Senate Committee on Appropriations 
S-128, The Capitol 
Washington, DC 20510 
 
 
Dear Senator Cochran: 
 

I write as the Chairman of the Privacy and Civil Liberties Oversight Board (“PCLOB”). 
Pursuant to the Federal Information Security Management Act (“FISMA”) of 2002, this letter 
constitutes our report of the Board’s information security program and activities for the period 
ending September 31, 2015. Metrics and a comprehensive assessment of the Board’s 
information security program were submitted to the Department of Homeland Security’s 
CyberScope system for inclusion in the Office of Management and Budget’s FISMA Annual 
Report to Congress. 
 

Established as a fully operational Executive Branch agency towards the end of FY 2013, 
the Board appointed a Chief Information Officer and Chief Information Security Officer (“CISO”) 
in June 2014 and has been conscientiously implementing Federal standards and guidelines to 
ensure the efficacy of our IT policies, procedures, and practices. 
 

In 2015 the Board has significantly improved the robustness of its security architecture and 
in meeting federal compliance requirements. During the reporting period, the CISO conducted 
five major activities:  
 

x Designed and implemented Phase 1 of the PCLOB Enterprise Information Security 
Architecture.  

x Completed the OMB directed 30-Day Cybersecurity Sprint including PIV 
implementation for local login. 

x Achieved Authority to Operate for Microsoft Office 365 
x Continued assessment and evaluation of applicable NIST 800-53 Information System 

Security Controls for the PCLOB Local Network (“PLN”).  
x Initiated a guidance framework to develop, codify, and enforce IT security policies, 

procedures and practices IAW FISMA guidelines. 
 

Since the implementation of IT security protections in FY 15, there have not been any major 
cyber security incidents during this reporting period.  Starting from a baseline foundation, the 
information security team procured and deployed web, network and software security systems 
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that provides a defense-in-depth strategy.  The CISO intends to complete the PLN information 
system’s security control review, finalize the incident response capability, and amplify 
cybersecurity threat intelligence awareness in FY 2016. 
 

Steady progress is being made on Cyber Security Cross-Agency Priorities (“CAP”) goals.  
The key challenges to implementing these goals within the PCLOB information security 
program were: 
 

x Boundary Protection - Implementation of Trusted Internet Connection (“TIC”) 
requirements were cost prohibitive relative to the size of the network and the 
overall IT budget. Mitigating controls have been put into place and the CISO 
continues to work with DHS and TIC/Managed Trusted Internet Protocol Services 
(“MTIPS”) providers to integrate TIC/MTIPS capabilities in a cost effective manner. 

x Continuous Monitoring - The CISO has been incrementally building Continuous 
Monitoring capabilities through purchases such as the asset management tool which 
is compliant with the Security Content Automation Protocols.  PCLOB will fully 
implement Continuous Diagnostics and Monitoring through the DHS Continuous 
Diagnostics and Mitigation Program (the “CDM Program”) Blanket Purchase 
Agreement (“BPA”) using DHS funds in 4QFY16. 

x Anti-Phishing and Malware Detection – The CISO has made significant progress in 
this area and has a robust Anti-Phishing training program.  However, there are still a 
number of areas within this goal that will be addressed in FY16 through internal 
architecture efforts. 

 
PCLOB is doing significantly well in addressing the 2015 FISMA Metrics and the Cyber 

Security Cross-Agency Priority (CAP) goals through continued evolution towards a robust 
security architecture and continued promulgation of clear information security guidance. 
 
 

Sincerely, 
 

 
 
David Medine 
Chairman 

 
 
cc: 
The Honorable Shaun Donovan, Director, Office of Management and Budget 
The Honorable Jeh Johnson, Secretary, Department of Homeland Security 
The Honorable Gene L. Dodaro, Comptroller General, Government Accountability Office 
The Honorable Jason Chaffetz, Chairman, U.S. House of Representatives Committee on 

Oversight and Government Reform 
The Honorable Elijah Cummings, Ranking Member, U.S. House of Representatives Committee 

on Oversight and Government Reform 
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The Honorable Michael McCaul, Chairman, U.S. House of Representatives Committee on 
Homeland Security 

The Honorable Bennie G. Thompson, Ranking Member, U.S. House of Representatives 
Committee on Homeland Security 

The Honorable Lamar Smith, Chairman, U.S. House of Representatives Committee on Science 
The Honorable Eddie Bernice Johnson, Ranking Member, U.S. House of Representatives 

Committee on Science 
The Honorable Ron Johnson, Chairman, U.S. Senate Committee on Homeland Security and 

Governmental Affairs 
The Honorable Tom Carper, Ranking Member, U.S. Senate Committee on Homeland Security 

and Governmental Affairs 
The Honorable John Thune, Chairman, U.S. Senate Committee on Commerce, Science and 

Transportation 
The Honorable Bill Nelson, Ranking Member, U.S. Senate Committee on Commerce, Science and 

Transportation 
The Honorable Hal Rogers, Chairman, U.S. House of Representatives Committee on 

Appropriations 
The Honorable Nita M. Lowey, Ranking Member, U.S. House of Representatives Committee on 

Appropriations 
The Honorable Barbara Mikulski, Vice Chairwoman, U.S. Senate Committee on Appropriations 
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January 6, 2016

The Honorable Christopher Coons, Ranking Member
Senate Appropriations Committee,
Financial Services and General Government Subcommittee
125 Senate Hart Building
Washington, DC  20510

Dear Senator Coons:

I am grateful to you and your staff for your assistance with the FY 2016 appropriations
for the Privacy and Civil Liberties Oversight Board (PCLOB). was extremely
helpful to us throughout the process, and we are appreciative that our FY 2016 funding will help
us to accomplish our agency’s important mission.

PCLOB staff and I look forward to continuing to work with you as the FY 2017 process
begins.

Thank you again.

Sincerely,

David Medine
Chairman

(b) (6)
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January 6, 2016

The Honorable Ander Crenshaw, Chairman
House Committee on Appropriations,
Financial Services and General Government Subcommittee
B300 Rayburn House Office Building
Washington, DC 20515

Dear Chairman Crenshaw:

I am grateful to you and your staff for your assistance with the FY 2016 appropriations
for the Privacy and Civil Liberties Oversight Board (PCLOB). as extremely
helpful to us throughout the process, and we are appreciative that our FY 2016 funding will help
us to accomplish our agency’s important mission.

PCLOB staff and I look forward to continuing to work with you as the FY 2017 process
begins.

Thank you again.

Sincerely,

David Medine
Chairman

(b) (6)



PRIVACY AND CIVIL LIBERTIES OVERSIGHT BOARD 
 

2100 K STREET NW, SUITE 500, WASHINGTON, D.C. 20427 

David Medine, Chairman 
Rachel L. Brand 

Elisebeth B. Collins 
James X. Dempsey 

Patricia M. Wald 
 
 
 
 
February 22, 2016 
 
The Honorable Elijah Cummings 
Ranking Member 
U.S. House of Representatives Committee on Oversight and Government Reform 
2157 Rayburn House Office Building 
Washington, DC 20515 
 
 
Dear Representative Cummings: 
 

I write as the Chairman of the Privacy and Civil Liberties Oversight Board (“PCLOB”). 
Pursuant to the Federal Information Security Management Act (“FISMA”) of 2002, this letter 
constitutes our report of the Board’s information security program and activities for the period 
ending September 31, 2015. Metrics and a comprehensive assessment of the Board’s 
information security program were submitted to the Department of Homeland Security’s 
CyberScope system for inclusion in the Office of Management and Budget’s FISMA Annual 
Report to Congress. 
 

Established as a fully operational Executive Branch agency towards the end of FY 2013, 
the Board appointed a Chief Information Officer and Chief Information Security Officer (“CISO”) 
in June 2014 and has been conscientiously implementing Federal standards and guidelines to 
ensure the efficacy of our IT policies, procedures, and practices. 
 

In 2015 the Board has significantly improved the robustness of its security architecture and 
in meeting federal compliance requirements. During the reporting period, the CISO conducted 
five major activities:  
 

x Designed and implemented Phase 1 of the PCLOB Enterprise Information Security 
Architecture.  

x Completed the OMB directed 30-Day Cybersecurity Sprint including PIV 
implementation for local login. 

x Achieved Authority to Operate for Microsoft Office 365 
x Continued assessment and evaluation of applicable NIST 800-53 Information System 

Security Controls for the PCLOB Local Network (“PLN”).  
x Initiated a guidance framework to develop, codify, and enforce IT security policies, 

procedures and practices IAW FISMA guidelines. 
 

Since the implementation of IT security protections in FY 15, there have not been any major 
cyber security incidents during this reporting period.  Starting from a baseline foundation, the 
information security team procured and deployed web, network and software security systems 
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that provides a defense-in-depth strategy.  The CISO intends to complete the PLN information 
system’s security control review, finalize the incident response capability, and amplify 
cybersecurity threat intelligence awareness in FY 2016. 
 

Steady progress is being made on Cyber Security Cross-Agency Priorities (“CAP”) goals.  
The key challenges to implementing these goals within the PCLOB information security 
program were: 
 

x Boundary Protection - Implementation of Trusted Internet Connection (“TIC”) 
requirements were cost prohibitive relative to the size of the network and the 
overall IT budget. Mitigating controls have been put into place and the CISO 
continues to work with DHS and TIC/Managed Trusted Internet Protocol Services 
(“MTIPS”) providers to integrate TIC/MTIPS capabilities in a cost effective manner. 

x Continuous Monitoring - The CISO has been incrementally building Continuous 
Monitoring capabilities through purchases such as the asset management tool which 
is compliant with the Security Content Automation Protocols.  PCLOB will fully 
implement Continuous Diagnostics and Monitoring through the DHS Continuous 
Diagnostics and Mitigation Program (the “CDM Program”) Blanket Purchase 
Agreement (“BPA”) using DHS funds in 4QFY16. 

x Anti-Phishing and Malware Detection – The CISO has made significant progress in 
this area and has a robust Anti-Phishing training program.  However, there are still a 
number of areas within this goal that will be addressed in FY16 through internal 
architecture efforts. 

 
PCLOB is doing significantly well in addressing the 2015 FISMA Metrics and the Cyber 

Security Cross-Agency Priority (CAP) goals through continued evolution towards a robust 
security architecture and continued promulgation of clear information security guidance. 
 
 

Sincerely, 
 

 
 
David Medine 
Chairman 

 
 
cc: 
The Honorable Shaun Donovan, Director, Office of Management and Budget 
The Honorable Jeh Johnson, Secretary, Department of Homeland Security 
The Honorable Gene L. Dodaro, Comptroller General, Government Accountability Office 
The Honorable Jason Chaffetz, Chairman, U.S. House of Representatives Committee on 

Oversight and Government Reform 
The Honorable Michael McCaul, Chairman, U.S. House of Representatives Committee on 

Homeland Security 
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The Honorable Bennie G. Thompson, Ranking Member, U.S. House of Representatives 
Committee on Homeland Security 

The Honorable Lamar Smith, Chairman, U.S. House of Representatives Committee on Science 
The Honorable Eddie Bernice Johnson, Ranking Member, U.S. House of Representatives 

Committee on Science 
The Honorable Ron Johnson, Chairman, U.S. Senate Committee on Homeland Security and 

Governmental Affairs 
The Honorable Tom Carper, Ranking Member, U.S. Senate Committee on Homeland Security 

and Governmental Affairs 
The Honorable John Thune, Chairman, U.S. Senate Committee on Commerce, Science and 

Transportation 
The Honorable Bill Nelson, Ranking Member, U.S. Senate Committee on Commerce, Science and 

Transportation 
The Honorable Hal Rogers, Chairman, U.S. House of Representatives Committee on 

Appropriations 
The Honorable Nita M. Lowey, Ranking Member, U.S. House of Representatives Committee on 

Appropriations 
The Honorable Thad Cochran, Chairman, U.S. Senate Committee on Appropriations 
The Honorable Barbara Mikulski, Vice Chairwoman, U.S. Senate Committee on Appropriations 
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January 6, 2016

The Honorable Hal Rogers, Chairman
House Committee on Appropriations
H-305, The Capitol
Washington, DC 20515

Dear Chairman Rogers:

I am grateful to you and your staff for your assistance with the FY 2016 appropriations
for the Privacy and Civil Liberties Oversight Board (PCLOB). and her staff were
extremely helpful to us throughout the process, and we are appreciative that our FY 2016
funding will help us to accomplish our agency’s important mission.

PCLOB staff and I look forward to continuing to work with you as the FY 2017 process
begins.

Thank you again.

Sincerely,

David Medine
Chairman

(b) (6)



PRIVACY AND CIVIL LIBERTIES OVERSIGHT BOARD 
 

2100 K STREET NW, SUITE 500, WASHINGTON, D.C. 20427 

David Medine, Chairman 
Rachel L. Brand 

Elisebeth B. Collins 
James X. Dempsey 

Patricia M. Wald 
 
 
 
 
February 22, 2016 
 
The Honorable Eddie Bernice Johnson 
Ranking Member 
U.S. House of Representatives Committee on Science 
2321 Rayburn House Office Building 
Washington, DC 20515 
 
 
Dear Representative Johnson: 
 

I write as the Chairman of the Privacy and Civil Liberties Oversight Board (“PCLOB”). 
Pursuant to the Federal Information Security Management Act (“FISMA”) of 2002, this letter 
constitutes our report of the Board’s information security program and activities for the period 
ending September 31, 2015. Metrics and a comprehensive assessment of the Board’s 
information security program were submitted to the Department of Homeland Security’s 
CyberScope system for inclusion in the Office of Management and Budget’s FISMA Annual 
Report to Congress. 
 

Established as a fully operational Executive Branch agency towards the end of FY 2013, 
the Board appointed a Chief Information Officer and Chief Information Security Officer (“CISO”) 
in June 2014 and has been conscientiously implementing Federal standards and guidelines to 
ensure the efficacy of our IT policies, procedures, and practices. 
 

In 2015 the Board has significantly improved the robustness of its security architecture and 
in meeting federal compliance requirements. During the reporting period, the CISO conducted 
five major activities:  
 

x Designed and implemented Phase 1 of the PCLOB Enterprise Information Security 
Architecture.  

x Completed the OMB directed 30-Day Cybersecurity Sprint including PIV 
implementation for local login. 

x Achieved Authority to Operate for Microsoft Office 365 
x Continued assessment and evaluation of applicable NIST 800-53 Information System 

Security Controls for the PCLOB Local Network (“PLN”).  
x Initiated a guidance framework to develop, codify, and enforce IT security policies, 

procedures and practices IAW FISMA guidelines. 
 

Since the implementation of IT security protections in FY 15, there have not been any major 
cyber security incidents during this reporting period.  Starting from a baseline foundation, the 
information security team procured and deployed web, network and software security systems 
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that provides a defense-in-depth strategy.  The CISO intends to complete the PLN information 
system’s security control review, finalize the incident response capability, and amplify 
cybersecurity threat intelligence awareness in FY 2016. 
 

Steady progress is being made on Cyber Security Cross-Agency Priorities (“CAP”) goals.  
The key challenges to implementing these goals within the PCLOB information security 
program were: 
 

x Boundary Protection - Implementation of Trusted Internet Connection (“TIC”) 
requirements were cost prohibitive relative to the size of the network and the 
overall IT budget. Mitigating controls have been put into place and the CISO 
continues to work with DHS and TIC/Managed Trusted Internet Protocol Services 
(“MTIPS”) providers to integrate TIC/MTIPS capabilities in a cost effective manner. 

x Continuous Monitoring - The CISO has been incrementally building Continuous 
Monitoring capabilities through purchases such as the asset management tool which 
is compliant with the Security Content Automation Protocols.  PCLOB will fully 
implement Continuous Diagnostics and Monitoring through the DHS Continuous 
Diagnostics and Mitigation Program (the “CDM Program”) Blanket Purchase 
Agreement (“BPA”) using DHS funds in 4QFY16. 

x Anti-Phishing and Malware Detection – The CISO has made significant progress in 
this area and has a robust Anti-Phishing training program.  However, there are still a 
number of areas within this goal that will be addressed in FY16 through internal 
architecture efforts. 

 
PCLOB is doing significantly well in addressing the 2015 FISMA Metrics and the Cyber 

Security Cross-Agency Priority (CAP) goals through continued evolution towards a robust 
security architecture and continued promulgation of clear information security guidance. 
 
 

Sincerely, 
 

 
 
David Medine 
Chairman 

 
 
cc: 
The Honorable Shaun Donovan, Director, Office of Management and Budget 
The Honorable Jeh Johnson, Secretary, Department of Homeland Security 
The Honorable Gene L. Dodaro, Comptroller General, Government Accountability Office 
The Honorable Jason Chaffetz, Chairman, U.S. House of Representatives Committee on 

Oversight and Government Reform 
The Honorable Elijah Cummings, Ranking Member, U.S. House of Representatives Committee 

on Oversight and Government Reform 
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The Honorable Michael McCaul, Chairman, U.S. House of Representatives Committee on 
Homeland Security 

The Honorable Bennie G. Thompson, Ranking Member, U.S. House of Representatives 
Committee on Homeland Security 

The Honorable Lamar Smith, Chairman, U.S. House of Representatives Committee on Science 
The Honorable Ron Johnson, Chairman, U.S. Senate Committee on Homeland Security and 

Governmental Affairs 
The Honorable Tom Carper, Ranking Member, U.S. Senate Committee on Homeland Security 

and Governmental Affairs 
The Honorable John Thune, Chairman, U.S. Senate Committee on Commerce, Science and 

Transportation 
The Honorable Bill Nelson, Ranking Member, U.S. Senate Committee on Commerce, Science and 

Transportation 
The Honorable Hal Rogers, Chairman, U.S. House of Representatives Committee on 

Appropriations 
The Honorable Nita M. Lowey, Ranking Member, U.S. House of Representatives Committee on 

Appropriations 
The Honorable Thad Cochran, Chairman, U.S. Senate Committee on Appropriations 
The Honorable Barbara Mikulski, Vice Chairwoman, U.S. Senate Committee on Appropriations 
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